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Abstract
Issue addressing is a vital task in the evolution of software projects. However, in practice,
not all issues can be addressed on time. To facilitate the issue addressing process, monetary
incentives (e.g., bounties) are used to attract developers to address issues. There are two
types of core roles who are involved in this process: bounty backers, who propose boun-
ties for an issue report via bounty platforms (e.g., Bountysource), and bounty hunters, who
address the bounty issues and win the bounties. We wish to study the process of bounty issue
addressing from the angle of two important roles (i.e., backers and hunters) and their related
behaviors. With a better understanding of how they address bounty issues, stakeholders
(e.g., operators and developers) of open source projects may have a reasonable estimation
of what they can expect from backers and hunters. In this study, we investigate 2,955 bounty
backers and 882 bounty hunters, and their associated 3,579 GitHub issue reports with 5,589
bounties that were proposed on Bountysource. We find that: 1) Overall, the value of a bounty
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is small (median bounty value of $20). Both individual and corporate backers prefer to sup-
port implementing new features rather than fixing bugs. Corporate backers tend to propose
larger bounties and propose bounties more frequently than individual backers. 2) 85.0% of
the bounty hunters addressed less than 3 bounty issues. The income of 56.7% of the bounty
hunters is no more than $100 and only 2.7% of the hunters have earned more than $2,000.
In addition, most of the regular hunters and big hunters are developers that made at least
one commit before addressing a bounty issue. 3) The value of a bounty issue is not a statis-
tically significant factor that attracts developers that have never made any commit before to
address an issue. Based on our findings, we provide several suggestions for stakeholders of
open source projects and hunters.

Keywords Bounty · Open source projects · GitHub · Issue addressing

1 Introduction

Open source projects are widely used by many companies, government agencies, and indi-
viduals (Androutsellis-Theotokis et al. 2011). Sustaining open source projects is challenging
and requires a significant amount of effort from developers. A vital task for sustaining open
source software projects is issue addressing. However, some issues may never be addressed,
which in turn affects the users. Developers may avoid addressing issues that they consider
of a low priority, or difficult to implement since such issues may require a massive amount
of effort from developers (Roberts et al. 2006).

Financial incentives are an important extrinsic motivator for developers to sustain open
source projects (Atiq and Tripathi 2016). Bounties are now being used to motivate devel-
opers to address issue reports, e.g., to fix bugs or to add new features. For instance,
Bountysource1 is a popular platform that allows users to propose bounties for open source
projects that are hosted on multiple platforms (e.g., GitHub). Users on such bounty plat-
forms (i.e., bounty backers) can propose bounties for an issue report and developers (i.e.,
bounty hunters) can address such bounty issues and win the bounties. These two types of
contributors play a core role in the bounty issue addressing process. Several studies exam-
ined the impact of bounties on issue addressing (Zhou et al. 2020b; Kanda et al. 2017) and
vulnerability discovery (Finifter et al. 2013; Maillart et al. 2017; Zhao et al. 2017). The
study by Zhou et al. (2020b), which is the most relevant to our study, focuses on studying
the association between bounty-related factors and the likelihood of a bounty issue being
addressed. It provides insights for backers on proposing bounties, e.g., backers should be
cautious when proposing small bounties on long-standing issue reports since the risk of
losing the bounty exists. However, the characteristics and behaviors of bounty backers and
hunters, which are the two most important roles in the issue addressing process, and their
bounty related behaviors have not been examined in depth. We wish to study the process of
bounty issue addressing from the angle of its main roles (i.e., backers and hunters). With
a better understanding of the process, stakeholders (e.g., operators and developers) of open
source projects may have a view of what they can expect from backers and hunters.

In this paper, we study 2,955 bounty backers and 882 bounty hunters, and their asso-
ciated 3,579 issue reports. In total, there were 5,589 bounties (with a total bounty value
of $412,478) that were proposed on Bountysource for 1,210 GitHub projects. We examine

1https://www.bountysource.com
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the characteristics of bounty backers and hunters, and their bounty-related behaviors. Our
results highlight that:

– 95.2% of backers are individual backers and they supported 81.8% of all offered boun-
ties (4,282 out of 5,243). Although corporate backers only represent a small portion of
the population (4.8%), they contributed almost half (46.4%) of the total bounty amount.

– Overall, the value of bounties is small (median bounty value of $20). Corporate backers
(median frequency of 2 and median bounty value of $25) tend to propose larger bounties
and to propose bounties more frequently than individual backers (median bounty value
of $15 and median frequency of 1). Both individual and corporate backers prefer to
support implementing new features rather than fixing bugs.

– In general, 85.0% of the bounty hunters addressed less than 3 bounty issues. Only 2.1%
of the hunters addressed more than 10 bounty issues. Most of the regular hunters and
big hunters are the developers who has committed code to the projects before.

– The income of 56.7% of the bounty hunters is no more than $100 and only 2.7% of the
hunters earned more than $2,000. 67.3% (502 out of 746) of the studied hunters who
committed code to the projects before and they addressed 71.8% (1039 out of 1,448) of
bounty issues.

Engaging and retaining new developers is important for promoting a sustainable com-
munity. Therefore, we further construct a logistic regression model to help stakeholders of
open source projects understand the possible factors that may be associated with the likeli-
hood of attracting developers that have never made any commit before addressing a bounty
issue in a project to address bounty issue (i.e., new developers). We investigate 35 factors
along five dimensions (e.g., project, bounty, and issue) and find that:

– Interestingly, the value of a bounty issue is not a statistically significant factor that
attracts new developers of a project to address the issue.

– Bounty issues with a bounty label and more frequent usage of bounties are less likely to
be addressed by new developers. Bounty issues of popular and aged projects are more
likely to be addressed by new developers.

Based on our findings, we have several suggestions for stakeholders of open source
projects and hunters. For instance, hunters may not expect to earn a large amount of money
from addressing bounty issues on open source projects. Stakeholders of open source projects
should not expect backers to support addressing bugs and should not expect a large amount
of bounties to support issues unless their associated projects are very popular.

In summary, we highlight our contributions as follows: 1) We conduct an exploratory
analysis on two important roles (i.e., backers and hunters) in the bounty issue addressing
process of open source projects and provide a landscape of their characteristics and bounty-
related behaviors. 2) We examine the relationship between various factors that are related
to project, issue, bounty, backers, and the likelihood of a bounty issue being addressed by
hunters who never commit code to the project before. Our observations provide insights to
stakeholders of open source projects, hunters, and future research.

The paper is organized as follows. Section 2 introduces the background of Bountysource
and GitHub’s issue tracking system and related work. Section 3 presents our three research
questions and design of our study. Section 4 presents findings of our five research ques-
tions. In Section 5, we discuss the implications of our study and future research directions.
Section 6 discusses the threats to validity of our study. Section 7 makes conclusions for our
study.
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2 Background & RelatedWork

2.1 Bountysource

Bountysource is a platform on which users can offer a monetary incentive (i.e., a bounty) to
address an issue report of an open source project. Users can have two roles on Bountysource:
bounty backers and bounty hunters.

Bounty backers are users or developers who propose bounties for issue reports. An issue
report can have multiple bounties from one or more backers, and a bounty can only be
proposed for one issue report. A backer can set an expiration period for their bounty that
has a value of more than $100. When the bounty expires, the money is refunded to the
backer; otherwise, the bounty stays with the issue report until someone claims it. Bounty
backers can be anonymous. Bountysource allows users to identify themselves as one of
the two types of backers: individual and corporate. Corporate backers are referred as to
corporations or organizations. Individual backers are referred as to the backer who is an
individual person. Intuitively, these two types of backers have different characteristics and
behaviors. We investigate their characteristics in Section 4.1. For the sake of simplicity, we
refer to bounty backers as backers unless stated otherwise.

Bounty hunters are developers who address bounty issue reports (i.e., the issue reports
that have bounties). If a hunter works on an issue report, the hunter can choose to attach
certain information (i.e., the estimated time of addressing, the code URL, or some com-
ments) on Bountysource to indicate the progress. However, we observe that in most of the
cases, hunters did not leave any information. In other words, developers often work on
bounty issues silently until they have addressed the issues. Once a developer claims to have
addressed an issue report, its bounty backer(s) have to make a decision (accept or reject) on
the claim within two weeks. If no backer explicitly rejects the claim, the bounties will be
paid to the developer automatically after two weeks. One or more developers can choose
to become bounty hunters to address the issue report but only one bounty hunter can get
the bounty. However, hunters would not be aware of this if no one reports the progress
information. For the sake of simplicity, we refer to bounty hunters as hunters unless stated
otherwise. In this study, we investigate two types of hunters: the hunters who commit code
to address a bounty issue for the first time (i.e., new hunters) and the hunters who have
committed code to the project before. In this study, we use commit information to identify
two types of hunters since bounties will only be paid to hunters who successfully address
issues by committing code changes. We wish to investigate whether hunters with experience
of making code contributions have different characteristics and behaviors from the ones
without any such experience. This commit-based heuristic has also been used commonly
in prior studies to identify different types of developers (Mockus et al. 2002; Robles et al.
2009; Coelho et al. 2018). We investigate the characteristics of hunters and investigate the
differences between these two types of hunters in Section 4.2. Hunters who commit code to
an open source project for the first time are also considered as new developers to the open
source project. Engaging and retaining new developers is important for promoting a sus-
tainable community. Therefore, we also investigate the characteristics of bounty issues that
are more likely to be addressed successfully by hunters who committed code to the project
for the first time in Section 4.5.

Figure 1 shows the workflow of the bounty processes between backers and hunters,
through Bountysource and GitHub. The process starts with a bounty backer offering a
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Fig. 1 The workflow of the bounty between bounty backer, bounty hunter, GitHub ITS, and Bountysource

bounty on Bountysource for a GitHub issue report. Bountysource will link the bounty to the
issue report on GitHub. Then bounty backers can choose to expose bounty information to
the GitHub issue report, e.g., tagging the issue report on GitHub with a bounty label (see
the example2 for details) to “advertise” the bounty, appending the bounty value to the title
of the issue report, or mentioning the bounty in the discussion of the issue report on GitHub.
When a bounty hunter starts working on an issue, he/she can (although not required) update
the working status on Bountysource. After the issue report is addressed, the bounty hunter
can submit a claim for the bounty on Bountysource and the backer will be notified by
Bountysource. Once the bounty backer accepts the solution, the bounty hunter receives the
money from Bountysource. Note that the money can only be paid to one hunter according
to Bountysource’s current mechanism.

2.2 RelatedWork andMotivation

Funding is important for the creation and maintenance of open source projects and there
are various types of approaches to fund open source projects (Eghbal 2019), such as pro-
viding financial support (e.g., donations and bounties) and hiring developers to work on the
projects. Funding is usually provided by individual and corporate backers.

As financial incentives (e.g., money) have become more widespread, a body of research
focuses on investigating the impact of financial incentives on participants both in positive
and negative ways. On one hand, financial incentives do engage participants to make con-
tributions to open source projects, e.g., fixing bugs and adding new features (Zhou et al.
2020b; Krishnamurthy and Tripathi 2006). On other hand, financial incentives also have
a negative impact on open source projects. Zhou et al. (2016) observed that commercial
involvement can increase the inflow of paid developers in an open source project, but may
potentially decrease the retention of key developers. Studies also show that external finan-
cial incentives can undermine the intrinsic motivation for participants, change their mindset
from volunteers to unpaid employees, and work passively (Frey and Goette 1999). Zhou
et al. (2020a) observe that some developers refuse to accept bounties even after address-
ing bounty issues since they thought accepting money would bring wrong messages for the
open source community. Nakasai et al. (2018) observe that developers respond faster to bug
reports that are submitted by users that have donor badges, which are used to acknowledge
users for their contribution in donation, than users that do not have any donor badges.

2https://github.com/austinpray/asset-builder/issues?q=label%3Abounty
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Various studies have been done to investigate why individual developers and corporations
provide support to open source projects. Some developers are driven by intrinsic incentives
(e.g., enjoyment and sense of obligation and volunteer) (Zhou et al. 2020b; Lakhani and
Wolf 2003; Shah 2006; Von Krogh et al. 2012; Coelho et al. 2018). For example, Zhou et al.
(2020b) observed that some developers fixed issues with bounties and were not willing to
receive bounties. On the one hand, some developers make contributions because of extrin-
sic (e.g., getting paid or reputation) reasons (Coelho et al. 2018; Lakhani and Wolf 2003;
Roberts et al. 2006; Shah 2006; Von Krogh et al. 2012; Krishnamurthy et al. 2014). Eco-
nomic motivation has been shown as a factor to attract individual developers to contribute
to open source projects. For example, over 70% of changes to the Linux kernel and over
80% of commits to the Eclipse platform have been made by developers who are paid by
companies to contribute to those projects (Weiss 2011). Corporations support open source
projects for promoting the important movement of the open source projects for their busi-
ness (Izquierdo and Cabot 2018). Corporations use open source to reduce their development
and maintenance cost and to shorten their time to market (Weiss 2011). In addition, devel-
opers of open source projects create innovation in a way that has a significant advantage
over the manufacturer-centric innovation development systems (Von Hippel 2007). There-
fore, corporations are motivated to participate in open source projects if innovations enhance
profits (Harhoff et al. 2003).

Bounties, as one of the funding models, are used to attract developers and motivate them
to complete various software engineering tasks. One of the most common software engi-
neering tasks is attracting hunters to disclose software security vulnerabilities. For instance,
Google rewards bounties to the communities (e.g., hackers and researchers) to promote
the disclosure of security bugs for Chrome.3 A number of prior studies investigate the
impact and the effectiveness of such bounty programs on the vulnerability disclosure pro-
cess (Finifter et al. 2013; Zhao et al. 2017; Maillart et al. 2017). For instance, Finifter et al.
(2013) analyzed vulnerability rewards programs for Chrome and Firefox. They found that
the rewards programs for both projects are economically effective, compared to the cost of
hiring full-time security researchers. Zhao et al. (2017) and Maillart et al. (2017) analyzed
the effect of different policies of security bug bounty programs and they provided insights
on how to improve such programs, e.g., project managers should dynamically adjust the
value of rewards according to the market situation (e.g., increase rewards when releasing a
new version).

Vulnerability bounty programs are usually supported by corporations and the amount
of bounties is usually big. Recent reports show that Firefox paid out an average of $2,775
for their security bug bounties between 2017 and 2019 (Tom 2020). HackerOne platform
reports that corporations have awarded hunters over $31 million from 2012 to June 2018 and
the average bounty paid for critical vulnerabilities across all industries on the HackerOne
platform is $2,041 in 2017 (HackerOne 2018). Apple provides a reward up to $1 million
for a specific iPhone hack as part of its expanded bug-bounty program (Apple Inc 2020).
Different from such vulnerability bounty programs, bounties that are proposed for issues on
GitHub projects are not specific for security bugs and are not always supported by corpora-
tions. Many of such bounties are proposed by individual backers. However, little is known
about the bounties that are proposed by such individual backers in the issue addressing con-
text on open source projects compared with corporate backers. In addition, Eghbal (2016)
reported the risks and challenges that are associated with maintaining open source projects,

3https://www.google.com/about/appsecurity/chrome-rewards/
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and argued that open source projects still lack a reliable and sustainable source of funds.
Therefore, it is interesting to investigate the backers in such a context.

There are two specific types of backers: individual backers and corporate backers as we
discussed in Section 2. Intuitively, these two types of backers are different from each other
due to their nature and motivation as discussed above. For example, corporate backers may
offer a larger bounty for addressing an issue compared to individual backers and support in
a more continuous fashion instead of one shot. Therefore, to help stakeholders of an open
source project obtain a view on what types of backers they can expect, how much bounties
they would typically receive from backers, first, we investigate the following RQ:

Prior studies mainly focus on the bounty program for security bugs, little is known about
feature requests and the preference between bug reports vs feature requests. Individual and
corporate backers may have a different preference in offering bounties to bug reports and
feature requests. Therefore, we investigate the following RQ:

Zhao et al. (2014) investigated hunters in security bug bounty programs and found
that the diversity of hunters improved the productivity of the vulnerability discovery pro-
cess. Hata et al. (2017) found that most hunters are not very active (i.e., they have only a
few contributions). They also observed that most hunters are not project-specific and that
bounty program managers should strive to attract non-project-specific security specialists
with reasonable bounties. Several reports show that the investment from corporations for
such bounty programs is huge and certain hunters have made a significant income from
hunting such security-related bounties. HackerOne’s annual report also reveals that seven
hackers have now earned more than $1 million in bug bounties so far in their career, with
another 13 surpassing $500,000 in lifetime earnings (Robert 2019). Similarly, little is known
about the hunters in the issue addressing context in open source projects. For example, are
bounty hunters continuously active in hunting bounties? How much money does a hunter
make through addressing bounty issues? Therefore, we investigate the following research
question:

For a project, there are also two types of hunters, i.e., hunters who commit code to address
a bounty issue for the first time (i.e., new hunters) and hunters who committed code before.
Due to their different characteristics (e.g., levels of experience for the project), we suspect
they behave differently. For example, hunters who committed code to the project before are
probably more likely to hunt bounty issues more frequently than new hunters. Therefore, it
is interesting to investigate how these two types of hunters behave. Lee et al. (2017) studied

Page 7 of 36     81
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barriers that are experienced by the one-time developers and found various barriers that
hinder such one-time developers to become long-term developers, e.g., entry difficulties and
lack of time. To help new developers, Canfora et al. (2012) proposed an approach to identify
and recommend mentors in software projects by mining data from mailing lists and version
control systems. Bounty could be an external incentive to attract developers and improve
the sustainability of open source projects. It is also interesting to investigate what barriers
hunters occur when hunting bounty issues? We investigate the following research question:

Sustaining open source projects is challenging and usually relies on a very few develop-
ers. For instance, Avelino et al. (2016) found that the majority (65%) of their studied projects
rely on one or two developers to survive. Therefore, attracting new developers is essential
to maintain the sustainability of an open source project. Ye and Kishida (2003) investigated
the motivation of developers to participate in open source projects and found that the desire
to learn is one of the major motivations. Economic motivation has been shown as a factor to
attract individual developers to contribute to open source projects (Weiss 2011). Therefore,
we are interested in investigating what characteristics of a bounty issue are more attractive
to hunters and more likely to be addressed by hunters who committed code to the project for
the first time (i.e., new hunters), such as the value of bounties or the popularity of projects.
We investigate the following research question:

The following two studies are the most related work to our paper. Zhou et al. (2020b)
studied the relationship between the issue-addressing likelihood and the bounty-related fac-
tors (e.g., the total bounty value of a bounty issue report) and provided insights on the
usage of bounty, e.g., the bounty value of an issue report is the most important factor that
is associated with the issue-addressing likelihood in the projects in which no bounties were
used before. Kanda et al. (2017) performed an explorative study on bounty issues on Boun-
tysource and showed that the closing-rate of bounty issue reports is lower than that of
non-bounty issue reports, and it takes longer for the bounty issue reports to get closed than
non-bounty issue reports. These two studies focusing on studying the relationship between
bounties (e.g., bounty value) and the issue-addressing process. However, little is known
about the human aspects (i.e., hunters and backers) in the bounty issue addressing process,
especially in the open source projects. Therefore we focus on investigating backers and
hunters in this study.

3 Study Overview

In this section, we describe the design of our study to answer these research questions. We
also discuss the limitations of our design.

81    Page 8 of 36
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Fig. 2 The overview of our research design

3.1 Research Design

Figure 2 presents an overview of our research design. To answer our RQs, we apply an
exploratory mixed-method research design to explore phenomena and seek explanations.
Our study is exploratory in nature and can be the first step in providing a landscape on
two important roles (i.e., backers and hunters) in the bounty issue processing. We perform
quantitative analysis in RQ1, RQ2, and RQ3. In RQ4, we perform both quantitative and
qualitative analysis. In RQ5, we construct classification models to study the relationship
between the potential factors and the likelihood of an issue to attract hunters who committed
code to the project for the first time. We elaborate on our design below.

3.1.1 Data Collection

Bountysource allows users to propose bounties on issue reports on various platforms (e.g.,
GitHub and Bugzilla). In this study, we focus on bounties are proposed for GitHub issue
reports, since the majority (77.3%) of the bounties that are proposed on Bountysource are
for GitHub issue reports and GitHub allows us to get various types of metadata for issue
reports which are not available in other platforms. The rest of the bounties are for issue
reports on other platforms, e.g., Launchpad (13.3%) and Bugzilla (5.3%).

To conduct our study, we collect bounties and their associated issues of GitHub projects
from Bountysource. We also collect details of the contributors of these collected boun-
ties (including backers and hunters if applicable) and their bounty-related activities from
Bountysource. For example, we collect the type of backers (i.e., individual and corporate)
from Bountysource. Note that users on Bountysource usually provide their GitHub account
in their profile so that we can map the users on Bountysource back to GitHub. All the
information about the bounties is stored on Bountysource, and all the details about issue
reports and their corresponding projects are stored on GitHub. We retrieved the bounty and
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Table 1 An overview of the
collected data Total number of bounties 5,589

Total number of claimed bounty issues 1,448

Total number of claimed bounties 2,265

Total number of unclaimed bounties 3,324

Total bounty value $412,478

Total number of bounty hunters 882

Total number of bounty backers 2,955

Total number of issue reports 3,579

Total number of issue reports with multiple bounties 817

Total number of projects 1,210

Median/Mean bounty proposing time (days) 188/ 336.3

Median/Mean bounty resolving time (days) 97.4/246.7

issue information from Bountysource automatically using its official web API.4 The bounty
information includes the backer(s) who proposed the bounty, the value of the proposed
bounty, and the hunter who addressed the issue report if applicable (some bounty issues
have not yet been addressed). Note that we focus on issues of GitHub projects in this study.
Therefore all hunters are GitHub users and we collected their GitHub account information
from their profile. In addition, we collected basic information about the issue reports such
as their ID and URL that are associated with the collected bounties. Once we collect the
bounty information from Bountysource, we also need to collect detailed information of the
issues and their associated projects which are not available on Bountysource. We retrieve
the details of the issue reports on GitHub using the collected ID and URL of the issue report
from Bountysource. To collect the details of issue reports, we used the official web API
provided by GitHub.5 We collected the description, the creation date of the issue report,
the comments that developers posted under the report, and the labels of the issue report.
In addition, we collected the bounty information of the corresponding project, such as the
total number of bounty issue reports of a project. We also stored the snapshot of the meta-
data (e.g., forks, watchers, and issues) of all the associated projects. Finally, we retrieved
the details of the hunters’ activities in the GitHub project for which the bounty is proposed
by using their GitHub user ID collected from Bountysource, e.g., commits that were pulled
by each hunter in the associated project. The information of backers and hunters are used
to perform analysis for RQ1 to RQ4. We also calculate various metrics to construct models
for RQ5 (see more details in Section 3.2.3).

Table 1 shows an overview of the data that we collected. In total, we collected 5,589
bounties that were offered by 2,995 backers, with a total value of $412,478 across 1,210
GitHub projects. There are 2,265 claimed bounties (with a median of $22.0 and mean
of $90.8) and 3,324 unclaimed bounties (with a median of $15.0 and mean of $62.3),
respectively. The amount of claimed bounties is statistically significantly larger than that
of unclaimed bounties (p-value < 0.05). We also collected the corresponding issue reports
which were created between Oct 19, 2012 and Oct. 22, 2018. There are 882 hunters who
successfully claimed 1,448 bounty issues. The median and mean time for hunters to resolve
bounty issues since the creation of bounties are 97.4 and 246.7 days, respectively. The

4https://bountysource.github.io/
5https://developer.github.com/v3/
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median and mean time for backers to propose bounties since the creation of issue reports
are 188 and 336.3 days, respectively.

Our dataset is made publicly available online.6

3.1.2 Approach for RQ1

In RQ1, we wish to investigate the differences between individual and corporate backers by
conducting a quantitative analysis. First, we compare these types of backers in two dimen-
sions: the amount and frequency of the bounties that are offered by individual and corporate
backers. Note that 346 bounties were proposed by anonymous backers that are not allowed
us to link back to GitHub, so we exclude them. We visualize the results in beanplots. We
also apply the Wilcoxon rank-sum test to test whether the differences between these two
types of backers are statistically significant or not in terms of the above-mentioned dimen-
sions. We choose the Wilcoxon rank-sum test since it is a non-parametric test that does
not have an assumption on the distribution of the data. We compute the Cliff’s delta d to
measure the magnitude of the differences between these two types of backers. The mag-
nitude is assessed using the thresholds provided by Romano et al. (2006) (i.e., |d| <0.147
“negligible”, |d| <0.33 “small”, |d| <0.474 “medium”, otherwise “large”).

3.2 Approach for RQ2

Next, we investigate the differences between the two types of backers in terms of their
preferences of bounty proposal on bug reports versus feature requests. More specifically,
for each type of backer, we calculate the amount and the frequency of bounties that are for
feature requests and bug reports, respectively. To identify these two types of issue reports,
we first examine the labels of each issue report if applicable. We consider an issue report
that is tagged with “bug” as a bug report and an issue report that is tagged with “feature” or
“enhancement” as a feature request. By using the above-mentioned label-based approach,
we identify 344 bug reports and 1,222 feature requests, respectively. For the rest of the
bounty issue reports, we apply a keyword-based heuristic approach on the title and body of
each issue report to identify issue types. We have the following three heuristic rules:

– H1: If the title of an issue report contains the keywords: “request”, “feature”, “expect”,
“propose” “wish” “add”, “support”, “implement”, “need”, “improve”, “optimize”,
“able”, “allow”; then, we consider the issue report as a feature request.

– H2: If the title of an issues report contains keywords: “miss”, “do not”, “error”,
“fail”, “bug”, “fix”, “don’t”,“unavailable”, “error”, “issue”, “can’t”, “cant”, “excep-
tion”, “crash”, “could not”, “cannot”, “warn”, “should not”, “should be”; then, we
consider the issue report as a bug report.

– H3: If the title of an issue report does not contain any keyword listed in H1 and H2, we
consider it as a feature request.

We empirically select the keywords used in H1 and H2 by manually examining 100
issue reports. We also empirically set the priority of our heuristics as H1 > H2 > H3.
In other words, if the title of an issue report meets both H1 and H2, we consider it as a
feature request. We end up with 470 bug reports and 3,108 feature requests. To verify the
accuracy of our heuristics, the first two authors (A1 and A2) manually verify a statistically

6https://github.com/SAILResearch/wip-18-jiayuan-bountysource-SupportMaterials
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representative sample (100) with a 95% confidence level and a 10% confidence interval. A1
and A2 independently label the sampled issue reports and take notes for any uncertainty.
After finishing the independent labeling, A1 and A2 discuss the labeling results to resolve
any disagreements until a consensus is reached. We find that our heuristics have a high
accuracy of 90%.

3.2.1 Approach for RQ3

As mentioned in Section 2, we can identify a hunter if he/she claimed that he/she started
on a bounty issue or he/she addressed a bounty issue and claimed for the bounty. In this
RQ, we first focus on the bounty hunters who have completed at least one bounty issue and
filter out the rest (i.e., the ones who did not have any income). We end up with 746 (out of
821) bounty hunters. We calculate two metrics for hunters: 1) the number of bounty issues
that were completed by a hunter; and 2) the income that each made from his/her completed
bounty issues.

3.2.2 Approach for RQ4

We categorize the hunters into two groups based on their roles in a project and investigate
their characteristics. We identify the role of a hunter in a project by checking the commit
history of the hunter in the project. Specifically, we divide hunters into two groups: hunters
who committed code to the project for the first time (i.e., new hunters) and hunters who
committed code to the project before. Note that a user could be a hunter who never commits
code to one project but a hunter who commits code to another project before. For each
project, we first investigate the proportion of two types of hunters and their distribution.
Furthermore, we investigate the behaviors between two types of hunters. For example, who
are more likely to be regular hunters and are more likely to address high-value bounty issues
(i.e., big bounty hunters). To do so, we examine the proportion of hunters who committed
code to the project before over the entire hunters (including both types of hunters) against
the total and the mean value of bounty issues that were addressed by these hunters. For
example, if the proportion of hunters who committed code to the project before increases
as the number of their addressed bounty issues increases, it may suggest that hunters who
committed code to the project before are more likely to be regular hunters.

We observe 75 cases in which hunters started to work on a bounty issue but eventually
stopped. To understand the reason behind such cases, we perform a qualitative analysis.
Hunters sometimes indicate the reasons why they stop in the comments. The first and second
authors manually checked the comments that were left by hunters. Any disagreement is
discussed until consensus is reached.

3.2.3 Approach for RQ5

To understand the characteristics of issues that are more likely to attract hunters who com-
mitted code to the project to address a bounty issue for the first time, we construct logistic
regression models to study the relationship between the potential factors and the likelihood
of an issue to attract new hunters. Zhou et al. (2020b) studied the association between var-
ious factors and the likelihood of a bounty issue being addressed. We reuse these factors
since they are also potentially related to the likelihood of an issue report being addressed
by hunters. We include additional factors that are related to the popularity and maturity of
a project, issue type, and backer role (e.g. individual or corporation backer). In short, we
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study 35 factors from the bounty issue reports and their corresponding project, along the
following five dimensions:

1. Issue report: Nine factors that estimate the basic information of an issue report, such
as the supportive information of the issue report (e.g., text, code, link, and image) and
the popularity (e.g., number of comments and participants).

2. Issue report bounty: Four factors that describe the bounty usage within a bounty issue
report, such as the total value of bounties on an issue report and the time of the creation
of bounties.

3. Project: Nine factors that reflect the basic information of a project, such as the pop-
ularity (e.g., number of watches and stars) and the activity level of a project (e.g., the
number of commits, forks, and pull requests).

4. Project bounty: Five factors that reflect the bounty usage within a project, such as the
value of total proposed bounties and number of bounties in the project.

5. Backer experience: Eight factors that capture the bounty experience of the backers of
a bounty issue report, such as whether the backer is individual or corporate backer.

Table 2 summarizes the descriptions and rationales for the studied factors. For each
bounty issue, we will calculate the value of each studied factor. We collect the informa-
tion of each issue report, its associated bounties, backers, and projects from Bountysource
and GitHub as discussed in Section 3.1.1. For instance, to calculate the factors of Project
dimension, we will need the information of the associated project, such as the number of
comments, stars, and forks, etc. Note that the factors which are marked with ‘*’ are time-
dependent factors that are calculated at the time when the bounty is proposed. For example,
P B paid cnt* is the total number of paid bounty issue reports of a project when the first
bounty of the issue report was proposed.

After collecting the studied factors, we construct a classification model to understand the
association between the studied factors and the likelihood of a bounty issue being addressed
by new hunters. Note that once a new hunter has addressed his/her issue, he/she becomes a
hunter who commits code to the project before. We ended up with 1,115 and 300 issues that
were addressed by hunters who committed code to the project before and hunters who never
commit code to the project, respectively. Below, we elaborate on each step of the model
construction, model validation, and variable importance analysis.

Correlation & redundant analysis. Before constructing the model, we first follow prior
studies (Wang et al. 2018; Rajbahadur et al. 2019) to remove correlated and redundant
factors since highly correlated factors can cause multicollinearity problems in our model.
We use the Spearman rank correlation test to measure the correlation between factors and
remove highly-correlated factors (using a cut-off value of 0.7). For each of the highly-
correlated factors, we keep one factor in our model. We then performed a redundancy
analysis to remove redundant factors (Wang et al. 2018). We ended up with one factor in the
project bounty dimension, three factors in project basic, six factors in the issue report basic
dimension, four factors in the issue report bounty dimension, and four factors in the backer
experience dimension (shown in Table 6).

Model construction. We built a logistic regression model which enables us to examine the
effect of one or more variables on a response variable when controlling for other variables.
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Table 2 The description and rationale for the studied factors. The factors that are calculated at the time when
the bounty is proposed are marked with ‘*’

Factor name Description Rationale

Issue report basic

I content len* The length of an issue report These factors reflect the amount of
and its comments (in characters). supportive information that an issue

report has. Issue reports with more
supportive information may help
attract hunters who never commit
code to the project to address them.

I code len* The total length of the code

snippets in an issue report and

its comments (in characters).

I code proportion* The proportion of code in an issue

report and comments (i.e., I code len
I content len

).

I link cnt* The number of links in an issue report The discussion activities reflect the

and its comments. popularity of an issue report, which

may have a relationship with the like-

lihood of attracting hunters who never

commit to the project to address it.

I img cnt* The number of images in an issue report

and its comments.

I cmnt cnt* The number of comments that an issue

report received.

I participant cnt* The number of participants in the dis-

cussion of an issue.

I cmnt per day mean* The mean number of comments per day

for an issue report.

I type* Binary type: bug report or issue request. Hunters who never commit to the pro-
ject may be more interested in addres-
sing one type of issue than another.

Issue report bounty

I B days before bounty*The number of days between the The timing of proposing bounties may
creation of an issue report and its have a relationship with the likelihood
first bounty. of attracting hunters who never commit

to the project to address it.

I B total value The total bounty value of the issue An issue report with higher bounty value
report. and more bounties may attract more

hunters who never commit to the project.

I B cnt The number of bounties that a bounty

issue report has.

I B has label Whether a bounty issue report is A bounty label could help draw attention

tagged with a bounty label. from the community (i.e., because the

label acts as an advertisement), which

may have an association with the likeli-

hood of attracting hunters who never

commit to the project to address the

issue report.

81    Page 14 of 36



Empir Software Eng (2021) 26:  81

Table 2 (continued)

Factor name Description Rationale

Project basic

P branch cnt The total number of branches of a These nine factors reflect the popu-

project larity and maturity of the project.

A different level of popularity and

maturity may have a different asso-

ciation with the likelihood of attrac-

ting hunters who never commit to

the project to address their issues.

P issue cnt The total number of issues of a project.

P pull request cnt The total number of pull requests of

a project.

P commit cnt The total number of commits of a project.

P contributor cnt* The total number of contributors of

a project.

P fork cnt The total number of forks of a project.

P watcher cnt The total number of watchers of a project.

P star cnt The total number of stars of a project.

P age The age of a project (in days).

Project bounty

P B I cnt* The total number of issue reports with at These five factors reflect the bounty acti-

least one bounty of a project. vity of the project. A different level of

activity may have a different association

with the likelihood of attracting hunters

who never commit to the project. For

example, a project with more bounty

issues may be more likely to attract

hunters who never commit to the project

to address them.

P B paid cnt* The total number of paid bounty issue

reports of a project.

P B open cnt* The number of open bounty issue reports

of a project.

P B paid proportion*The proportion of paid bounty issue reports

of a project.

P B total value* The total value of the bounties of a project.

Backer experience

Backer exp B The median/sum/max value of the Bounties from a backer who has proposed

median/sum/ bounties that the backers of this bounty bounties often, or proposed high-value

max value* have ever proposed in the past. bounties in the past may attract more

attention from hunters who never commit

to the project.
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Table 2 (continued)

Factor name Description Rationale

Backer exp B The median/sum/max number of bounties

median/sum/ that the backers of this bounty have ever

max cnt* proposed in the past.

Backer has Whether an issue has at least one backer An issue report that has a corporate

nocommit* that has never made any commit to a pro- or a backer that has never made

ject before proposing a bounty. any commit is probably more

likely to attract hunters who never

commit to the project to address it.

Backer has corp Whether an issue has at least one corporate

backer.

We use the R package rms7 as the implementation of our logistic regression model. Sim-
ilar to previous work (Wang et al. 2018; Zhou et al. 2020b), we also add non-linear terms
in the model to capture more complex relationships in the data by employing restricted
cubic splines. Previous study shows that hyperparameter tuning impacts the interpretation
of a classifier (Tantithamthavorn et al. 2018). Therefore, we tune the hyperparameter alpha
(regularization strength) for our constructed classifier using random search (Bergstra and
Bengio 2012) with the caret R package (Kuhn et al. 2008).

Model validation. We use AUC and bootstrapping to assess the explanatory power of the
built logistic regression model by following prior studies (Wang et al. 2018; Zhou et al.
2020b). AUC is the area under the Receiver Operating Characteristic Curve (i.e., ROC),
which is often used as a measure for the quality of classification models. A random clas-
sifier has an AUC of 0.5, while the AUC for a perfect classifier is equal to 1. In practice,
most of the classification models have an AUC between 0.5 and 1. In general, an AUC of
0.5 suggests no discrimination (i.e., ability to diagnose patients with and without the disease
or condition based on the test), 0.7 to 0.8 is considered acceptable, 0.8 to 0.9 is consid-
ered excellent, and more than 0.9 is considered outstanding (Akobeng 2007; Mandrekar
2010). To ensure our models are not overfitted, we calculate their optimism values using
a bootstrap-derived approach by following previous studies (Wang et al. 2018; Zhou et al.
2020b), since prior study shows that bootstrap validation yields the best balance between
the bias and variance over cross-validation (Tantithamthavorn et al. 2016). The optimism
value ranges from 0 to 1. A small optimism value suggests that a model does not suffer from
overfitting, while an optimism of 1 indicates that the model is 100% overfitting the dataset.

Variable importance analysis. To measure the explanatory power of each factor in the
constructed model, we computed its Wald χ2 value. A larger Wald χ2 value indicates a
higher explanatory power of the factor in the constructed model. To test whether a factor
contributes a statistically significant amount of explanatory power to the model, we further
applied a χ2-test to the calculated Wald χ2 values. We consider factors of which the χ2-test
has a p-value of less than 0.05 as statistically significant.

7https://cran.r-project.org/web/packages/rms/rms.pdf
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3.3 Limitation of our Design

The first limitation is that our findings only show the correlation between the studied factors
and the likelihood of a bounty issue being addressed by a hunter who commits code to
the project for the first time, but not causation. A reasonable way to study the causation
is performing user interviews and surveys. In this study, we did not conduct surveys and
interviews with developers. We made this decision due to the limitation of the public data
that is available and ethical considerations. Money and bounty is a sensitive topic that is
often framed in the context of larger discussions on fairness, stress, or even burnout, and
unequal distribution of bounties on few participants or projects (Matt 2020; Robert 2019).
Rather than adding stress to participants, we analyze the public artifacts, e.g., the messages
left by hunters and backers, and discussion between developers on forums and blogs.

4 Results of the Research Questions

4.1 Results of RQ1

95.2% of the backers are individual backers and they supported 81.8% of all offered
bounties (4,282 out of 5,243). Although corporate backers only represent a small por-
tion of the population (4.8%), they contributed almost half (46.4%) of the total bounty
amount. Table 3 summarizes the basic descriptive statistics for individual and corporate
backers. Almost all backers (95.2%) are individual backers and they proposed 81.8% of
the studied bounties across 85.7% (1,037/1,210) of the analyzed projects. This observation
highlights the importance of individual backers in terms of their broad impact. We observe
that although only 4.8% of backers are corporate backers, they offered almost half (i.e.,
46.4%) of the total bounty amount. For instance, IBM is the biggest backer on Bountysource
and it proposed bounties with a total value of $112,250, which is 27.2% of the total amount
of the studied bounties.

Overall, the value of bounties that are proposed by backers is small (median bounty
value is $20). Corporate backers tend to propose larger bounties (median bounty
value of $30) with a higher frequency (median frequency of 2) than individual back-
ers (median bounty value of 15 and median frequency of 1). In terms of the amount of
a single bounty that is proposed by individual and corporate backers, as Fig. 3 shows, cor-
porate backers offer more money in a single bounty ($30) compared to individual backers
($15). The Wilcoxon rank sum-test shows that the difference between these two distribu-
tions is statistically significant (p-value < 0.05) with a small effect size (d = 0.25). The
median total amount of the bounties that are proposed by individual backers is $25, while
the median total amount of the bounties that are proposed by corporate backers is $120. The
statistical test shows that the differences are statistically significant with a small effect size

Table 3 Basic descriptive summary of individual and corporate backers and their bounties

Individual Corporate Total

Total amount of bounties 208,811 (50.6%) 191,300 (46.4%) 412,478

Total count of bounties 4,282 (81.8%) 961 (17.2%) 5,589

Number of backers 2,484 (95.2%) 125 (4.8%) 2,609
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Fig. 3 Distributions of the bounty amount of a single bounty that is proposed by individual and corporate
backers

(d = 0.25). Figure 4 shows the bounty frequency of individual and corporate backers. The
median bounty frequency of corporate backers is 2, which is twice as the median value of
individual backers (i.e., 1). The statistical test shows that the difference between the two dis-
tributions is statistically significant (p-value < 0.05) with a medium effect size (d = 0.46),
suggesting that corporate backers propose bounties more frequently than individual backers.
This may also explain that, although only 4.8% of the backers are corporate backers, they
offered almost half (i.e., 46.4%) of the total amount of the bounties. One typical instance is
IBM. IBM proposed 51 bounties on the issues of 20 GitHub projects with a median value
of $1,150, and a maximum value of $13,200. Compared with bounties provided by corpo-
rations in security bug programs, the average value of bounties that are proposed for issues

1 10 100

median:  2

median:  1
Individual Backer 

Corporate Backer

Fig. 4 Distributions of the number of bounties proposed by individual and corporate backers
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of GitHub projects is much smaller. As HackerOne reports, the average value of bounties
paid for critical vulnerabilities across all industries on the HackerOne platform is $2,041 in
2017 (HackerOne 2018).

We also examine the correlation between the total amount of bounties that an issue
report received and the popularity of its associated project. We use the number of issues and
watchers of a project as the proxies of the popularity of a project. The spearman correlation
between the total amount of bounties that an issue report received and the number of issues
and watchers of its associated project are 0.57 and 0.46, respectively, indicating a moder-
ate positive correlation (Moore and Kirkland 2007) between the amount of bounties of
an issue report and the popularity of its associated project.

We observe that the time for corporate backers to propose bounties (median/mean time is
25.4 days/138.8days) is shorter than that of individual backers (median/mean time is 112.3
days/267.3 days). The statistical test shows that the difference is statistically significant
(p-value < 0.05) with a small effect size (d = 0.25).

4.2 Results of RQ2

Both individual and corporate backers tend to propose bounties on addressing fea-
ture requests rather than bug reports. Table 4 shows the number of issues, number of
bounties, and their total bounty amount contributed by individual and corporate backers.
Individual and corporate backers proposed 91.8% and 95.4% of their total bounty amount
on addressing feature requests, respectively, which suggests that backers are more likely to
offer their money in implementing new features rather than fixing bugs. For instance, IBM

Table 4 The comparison between individual (Ind) and corporate (Corp) backers in terms their bounties
posted on feature requests and bug reports

#Issues #Bounties Total $Bounties

Ind Corp Ind Corp Ind Corp

Feature request 2,454 654 4,046 875 $206,690 $178,754

(87.0%) (86.4%) (88.1%) (87.7%) (91.8%) (95.4%)

Bug report 367 103 544 123 $18,436 $8,548

(13.0%) (13.6%) (11.9%) (12.3%) (8.2%) (4.6%)

Total issue 2,821 757 4,590 998 $225,126 $187,302
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Fig. 5 The distribution of hunters that have addressed different numbers of bounty issues

spent 99% ($110,850 out of $112,250) of its total bounty amount on feature requests. One
possible reason is that such corporate backers are using or relying on such projects and they
wish to have new features to benefit their business. For example, IBM proposed bounties on
14 feature requests of a single project “libvpx: VP8/VP9 Codec SDK”,8 which is an imple-
mentation of the VP8/VP9 video format that is widely used (e.g., YouTube). IBM sponsored
new features of libvpx since IBM’s new released hardware with the new Power9 processor
benefits from the implementation of such new features.9

Our findings suggest that Stakeholders of open source projects may not expect a large
amount of bounties to support unresolved issues since the value of bounties is usually small.
Especially for bug reports, the likelihood of receiving bounties is low, both individual and
corporate backers are mostly only interested in proposing bounties to support new features.

4.3 Results of RQ3

85.0% of the bounty hunters addressed less than 3 bounty issues. Only 4.8% of the
hunters addressed 5 or more bounty issues. Figure 5 presents the distribution of the

8https://github.com/webmproject/libvpx/
9https://medium.com/@luc.trudeau/video-compression-bounty-hunters-c8edf43d440
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Fig. 6 The distribution of hunters that earn different total amount of income from addressing bounty issues

hunters that have addressed different numbers of bounty issues. The distribution is long-
tailed and left-skewed. 85.0% of the studied hunters have only addressed one or two bounty
issues, suggesting that most of the bounty hunters are not sustainable in hunting bounty
issues. Interestingly, we observe that 4.8% of the bounty hunters addressed more than 5
bounty issues. One possible explanation is that such hunters are the developers of a project
and they need to maintain the project, e.g., addressing issues. For instance, a user addressed
23 bounties and earned $2,457 in total.

All his addressed bounty issues are from the OpenRA project and the user is one of the
developers of this project.10 Another possible explanation is that some hunters are profes-
sional hunters and they address issues for money. For instance, a user addressed 9 bounty
issues that are across 9 different projects and earned $1,240 in total. However, in general,
most of the bounty hunters are one-time hunters. Our finding is aligned with the finding of
a prior study by Hata et al. (2017) that most hunters are not very active (i.e., they have only
a few contributions).

Most bounty hunters (56.7%) make less than $100, and only 2.7% of the hunters
make more than $2,000. Figure 6 presents the distribution of the cumulative income for
each bounty hunter. We observe that the distribution is long-tailed. 56.7% (423 out of 746)
of the hunters have a cumulative income of less than $100. In particular, the income of 42%
of the hunters is less than $50. In other words, most hunters only earn a small amount of
income from addressing bounty issues. One possible explanation is that the value of a single
bounty issue is small, with a median value of $30 and an average value of $142.2. Only
5.5% of the bounties have a value higher than $1,000. We observe that only 2.7% (20 out

10https://github.com/OpenRA
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of 746) of the hunters have earned more than $2,000 from addressing bounty issues. The
maximum cumulative income among the studied hunters by addressing bounty issues
is $17,300. The user addressed four bounty issues (the value of the bounties are $3,000,
$3,300, $5,500, and $5,500) that were proposed by IBM for theOpenBLAS project spanning
over 10 months. Our finding suggests that hunters may not expect to earn a large amount of
money from addressing bounty issues. This finding aligns with an online report for security
bug bounty hunters, which shows that only very few hunters (top hunters) can earn a good
amount of money by hunting security bugs (Matt 2020; Robert 2019). Only seven hackers
have now earned more than $1 million in bug bounties so far in their career, with another
13 surpassing $500,000 in lifetime earnings on HackerOne over millions of hackers.

4.4 Results of RQ4

67.3% (502 out of 746) of the studied hunters are hunters who committed code to
the project before, who addressed 71.8% (1039 out of 1,448) of bounty issues. Table 5
compares hunters who committed code to the project for the first time (i.e., new hunters) and
hunters who committed code to the project before in terms of the total number of bounties,
the total value of their addressed bounty, and the median and mean bounty value of the
bounty issues across all studied projects. We observe that most of the hunters committed
code to the project before (67.3%), and such hunters addressed the majority of the bounty
issues. The finding may not be surprising since it can be explained by the fact that hunters
who committed code to the project before are usually more familiar with the project than
new hunters. Interestingly, we also observe a significant portion of new hunters (32.7%)
addressed 28.2% (409 out of 1,448) of the bounty issues. In addition, we observe that 46.7%
(215 out of 481) of the projects had such hunters addressed at least one bounty issue. For
instance, Bountysource proposed bounties on 70 issues for various purposes (e.g., fixing
search box bug and improving UI) as of Oct. 22, 2018. Among the fixed ones, 91.6% (22

Table 5 The comparison between hunters who committed code to the project for the first time and hunters
who committed code to the project before in terms of their total number of bounties, total value of bounties,
and median/mean value of each bounty

Hunter who commits code to Hunter who commits code

the project for the first time to the project before

Total number of hunters 502 (67.3%) 267 (32.7%)

Total number of bounties 1,039 (71.8%) 409 (28.2%)

Total value of bounties $161,838.66 (78.6%) $44,063.25 (21.4%)

Median/mean bounty value 30/137.8 33/160.8

81    Page 22 of 36



Empir Software Eng (2021) 26:  81

out of 24) of them were addressed by hunters who committed code to the project for the first
time. Our finding shows that new hunters are still important contributors in bounty hunting
and help sustain open source projects.

Hunters who committed code to the project before are more likely to be regular
hunters for a project compared to new hunters. Figure 7 presents the proportion of
hunters who committed code to the project before against the number of bounty issues that
were addressed by all hunters. When looking at all the hunters who have addressed two or
more bounty issues, 74.3% of the hunters are hunters who committed code to the project
before, which is much higher than the proportion of the hunters who have only addressed
one bounty issue (61.4%). The proportion of hunters who committed code to the project
before is even higher (85.7%) when considering the hunters who addressed more than 5
bounty issues in a project. In other words, hunters who committed code to the project before
are more likely to be regular hunters for a project compared to hunters who committed code
to the project for the first time. This is intuitive since hunters who committed code to the
project before are more likely to be familiar with the projects and have less overhead to start
working on a bounty issue compared to new hunters. Such hunters who committed code to
the project before probably have a stronger motivation to maintain the projects even with-
out considering bounties. Figure 8 shows the proportion of hunters who committed code
to the project before against the mean value of bounty issues that were addressed by these
hunters. We do not observe a clear trend of the proportion of hunters who committed code
to the project before against the mean value of bounty issues. One possible explanation is
that some issues are difficult even for hunters who committed code to the project before
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Fig. 7 The proportion (number) of hunters who committed code to the project before against the number of
their addressed bounty issues
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Mean value of bounty issues
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Fig. 8 The proportion (number) of hunters who committed code to the project before against the mean value
of their addressed bounty issues

and may require domain-specific expertise for resolving them. Furthermore, we also inves-
tigate the experience of hunters who committed code to the project before in the project in
terms of 1) the number of commits that are made by these hunters before their first hunting
and 2) the interval time between these hunters’ first commit and first hunting. Hunters who
committed code to the project before made a median/mean of 29/350.7 commits in the asso-
ciated project before their first hunting and the median/mean age before their first hunting
is 190/431.5 days.

We find 7 cases in which hunters left messages either on Bountysource or GitHub that
explicitly mentioned the reason for stopping working on the issue reports. Long learning
curve or lack of time (6 cases). We observe 6 cases in which the unfamiliarity of a project
(e.g., design and architecture) and its development environment are barriers for hunters to
address bounty issues successfully. For example, in a bounty issue of LuaJIT,11 one hunter
mentioned “I have started looking into this late last year but after some research I don’t feel
qualified enough to solve this at the moment. I don’t have the time to go through the learning
curve to get it done. Apologies.” We observe 2 cases in which the hunters eventually stopped
working on the issue due to lack of time. For example, one hunter mentioned “My time is
limited so no gaurentee I can make it happen.” Our observation is similar to a prior study
by Lee et al. (Lee et al. 2017), which studied barriers that hinder open source developers
from becoming long-time developers from one-time developers. Lee et al. found that entry

11https://www.bountysource.com/issues/25924774-enable-implement-ppc64-le-linux-lj
gc64-interpreter-and-jit

81    Page 24 of 36

https://www.bountysource.com/issues/25924774-enable-implement-ppc64-le-linux-lj_gc64-interpreter-and-jit


Empir Software Eng (2021) 26:  81

difficulties and lack of time are the major barriers. We also found similar challenges in
security bug bounty programs from online blogs and news. For instance, “First make sure
you know what you are doing, as hacking has a very very steep learning curve and it is
overwhelming in the beginning. Before making the switch to a full-time bug hunting job,
it’s important to have at least half a year or a year of experience as a part-time bug bounty
hunter.” said by a professional bounty hunter (Mirko 2020).

Vague specification (1 cases). Hunters need to have a very clear specification for an
issue before they can start to work on it. A vague specification could be a potential barrier
that leads hunters to stop addressing bounty issues. For example, we observe one hunter
mentioned: “Specifications are too vague. I need to know exactly what functionality to code
and how the interface must accommodate this.” when the hunter stopped the progress on a
feature request (i.e., repeat every X days (monthlies)) of habitica.12 In fact, the communities
were still brainstorming on the feature request when the hunter asked the specification under
the issue report.13

4.5 Results of RQ5

Our models capture the relationship between the explanatory variables and the
response variable well, and have a reliable performance. Our models achieve a median
AUC value of 0.7, which indicates that our models have a good capability to explain the
dataset, and the low median optimism values (0.03) indicate that our models do not overfit
the dataset.

The value of a bounty issue is not a statistically significant factor that impacts the
likelihood of a bounty issue being addressed by hunters who committed code to the
project for the first time to address the issue (i.e., new hunters). Table 6 presents the
results of our model analysis. Eight factors (i.e., factors with ‘*’) are statistically significant
important in our constructed model. Interestingly, we observe that the value of a bounty
issue does not have a statistically significant association with the likelihood of a bounty
issue being addressed by a new hunter. One possible explanation is that the bounty amount
is usually small therefore are not very attractive for new hunters. We observe that the median
values of the bounties that were addressed by hunters who commits code to the project
before and new hunters are the same (i.e., $35). Another possible explanation is that hunters
are not driven by financial incentives to address bounty issues; instead, they may be driven
by their interests (Zhou et al. 2020b; Krishnamurthy et al. 2014).

Bounty issues with a bounty label are less likely to be addressed by new hunters..
I B has label is the most important factor in our constructed model. Figure 9 (a) shows the
relationship between I B has label and the likelihood of a bounty issue being addressed by
a hunter who commits code to the project for the first time. Bounty issues with a bounty

12https://www.bountysource.com/issues/5413688-repeat-every-x-days-monthlies
13https://github.com/HabitRPG/habitica/issues/4173
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Table 6 The results of the model analysis with a 0.1 of R2

Factor Overall NL Coef S.E.

I B has label D.F. 1 -0.53 0.14

χ2 29.5*

P B I cnt D.F. 3 2 0.87 0.22

χ2 26.7* 3.5

P age D.F. 4 3 0.0003, -0.0010, 0.0004, 0.0015,

-0.0007, 0.0046 0.0024, 0.0044

χ2 17.5* 7.4

P branch cnt D.F. 4 3 -0.0149, 0.0078, 0.0071, 0.0178,

0.0100, 0.0202 0.0210, 0.0364

χ2 16.7* 10.7*

P issue cnt D.F. 4 3 -0.0001, 0.0000, 0.0001, 0.0004,

0.0001, 0.0002 0.0005, 0.0009

χ2 11.7* 10.7*

I cmnt cnt D.F. 3 2 -0.0733, 0.0747, 0.0326, 0.1791,

0.1114 0.2439

χ2 11.3* 11.3*

Backer has corporate D.F. 1 -0.3442 0.2188

χ2 10.0*
I B total value D.F. 4 3 0.0014, -0.0009, 0.0010, 0.0029,

-0.0011, -0.0015 0.0033, 0.0041

χ2 5.8 3.9
Backer has nocommit D.F. 1 0.3058 0.1488

χ2 5.4*
Backer exp B max value D.F. 3 2 0.0000, 0.0001, 0.0001, 0.0005,

0.0001 0.0005
χ2 3.4 0.1

I type D.F. 1 0.2980 0.1765

χ2 2.4

I code proportion D.F. 4 3 0.3344, -0.6896, 1.0803, 10.9599,
-0.6839, -0.3250 11.2505, 15.9133

χ2 1.9 0.3

I B days before bounty D.F. 4 2 -0.0004, 0.0006, 0.0013, 0.0110,
0.0006, 0.0006 0.0111, 0.0133

χ2 1.6 1.5
I B cnt D.F. 1 -0.0161 0.0357

χ2 1.6

I content len D.F. 1 0.0000 0.0000

χ2 1.2
I link cnt D.F. 1 -0.0008 0.0194

χ2 0.1
I img cnt D.F. 1 0.0438 0.0800

χ2 0.06

The NL indicates the non-linear term, the D.F. indicates the degree of freedom, the Coef indicates the coef-
ficients, and S.E. indicates the standard error associated with the coefficients. Note that if the D.F. of a factor
is larger than 1, the Coef and S.E. are presented from lowest order to highest order. The factors are ranked
by their importance (i.e., Wald χ2). P -value of the χ2 test: ‘*’ < 0.05

81    Page 26 of 36



Empir Software Eng (2021) 26:  81

label are less likely to be addressed by a new hunter who never commits code to the
project than those without a bounty label. One possible explanation is that bounty labels
are only exposed within a project so that hunters who committed code to the project before
are more likely to be aware of the existence of bounty issues and address them than new
hunters.

Bounty issues of a project that have a lower frequency of bounty usage are more
likely to be addressed by new hunters. The factor with the second-highest explanatory
power is P B I cnt, which indicates the number of bounty issues in a project before the
creation of the new bounty issue. Figure 9 (b) presents the relationship between P B I cnt
and the likelihood of a bounty issue being addressed by new hunters. We observe a neg-
ative association between them, i.e., the more bounty issues that a project has, the lower
the likelihood that a new bounty issue is addressed by new hunters. One possible explana-
tion is similar to the above-mentioned reason, hunters who committed code to the project
before are more likely to aware of the existence of bounty issues if bounties are used more
frequently in a project and address them. Another possible explanation is that a higher fre-
quency of bounty usage of a project may indicate more hunters are aware of the bounties in
this project, which leads to stronger competition for bounty hunting. Due to the nature of
hunters who committed code to the project before and new hunters, hunters who committed
code to the project before have a higher chance to win such competitions and earn boun-
ties. In other words, hunters who committed code to the project for the first time are more
likely to address bounty issues in new projects regarding bounty usage. This observation is
compliable with our finding in Section 4.1 that hunters who committed code to the project
before are more likely to repeatedly hunt for bounties.

Bounty issues of a popular and aged project are more likely to be addressed by
new hunters. From Table 6, we observe that P age, P branch cnt, and P issue cnt are sta-
tistically significant important factors in our model. Figure 9 (c), (d), and (e) show the
relationship of the likelihood of a bounty issue being addressed by new hunters against these
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Fig. 9 The relationships between the likelihood of a bounty issue being addressed by a hunter who commits
code to the project for the first time and the eight factors that are statistically significant important
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three factors. Bounty issues of a project with more branches and issues are more likely to be
addressed by new hunters. P branch cnt and P issue cnt reflect the popularity of a project.
Therefore, the bounty issues of popular projects are more likely to be addressed by new
hunters. Similarly, we observe a positive association between the age of the project that a
bounty issue belongs to and the likelihood.

The type of the backer of an issue also has a statistically significant association with the
likelihood of the issue being addressed by new hunters, as our constructed model suggests.
Figure 9 (g) and (h) show their relationships. The figures indicate that a bounty issue that has
backers who have never made any commit before proposing a bounty and individual backers
is more likely to be addressed by new hunters. Such an observation probably indicates that
new hunters tend to address bounty issues that are supported by individual backers rather
than corporate backers. We cannot make any conclusion on this. One possible explanation
is that issues that are supported by corporate backers tend to be more difficult than the ones
that are supported by individuals, and require more expertise, which hinders new hunter to
address them.

5 Discussion

In this section, we discuss the implications of our study and the direction for future research.

5.1 Implications of our Findings

The stakeholders of open source projects should not expect a large amount of boun-
ties from backers to support unresolved issues, especially for bug reports, unless their
associated projects are very popular. Eghbal (2016) reported that open source projects
still lack a reliable and sustainable source of funds when analysing the risks and chal-
lenges that are associated with maintaining open source projects. Our empirical results
are compatible with their findings. In general, the value of the bounties is small (median
bounty value of $20) and there is a positive correlation between the total amount of boun-
ties and the popularity of its associated project. When looking at the issues that received
more than $1,000 bounties, the median numbers of issues and watchers of their associ-
ated projects reach 1,672 and 219, respectively. However, the median numbers of issues
and watchers for GitHub projects of different languages ranging from 3 to 25 and 1 to 5,
respectively (Bissyandé et al. 2013). Moreover, even the projects obtain bounties, the stake-
holders may not expect backers to provide support on addressing bugs, since backers are
almost only interested in offering bounties to implement new features and rarely support bug
fixing.

81    Page 28 of 36



Empir Software Eng (2021) 26:  81

In general, hunters should not expect to earn a large amount of money from
addressing bounty issues. Prior reports show that the income inequality among hunters
is remarkable (Matt 2020; Robert 2019). Only very few hunters (top hunters) can earn a
good amount of money by hunting security bugs (e.g., 20 surpassed $500,000 in lifetime
earnings on HackerOne over millions of hackers), while the majority of hunters do not
earn much money from security bounty programs. Similar to the observations in security
bounty programs, in Section 4.2, we observe that the income of hunters is usually low, i.e.,
the income of 56.7% of the bounty hunters is no more than $100, and only 2.7% of the
hunters earned more than $2,000. Several possible reasons for such low income for hunters
are: 1) bounties proposed by backers are usually small (see Section 4.1); 2) most of the
hunters only addressed one issue (see Section 4.2) and it may be difficult for hunters to
address bounty issues due to the barriers that new hunters face (see Section 4.2). There-
fore, relying on bounty hunting to earn money may not be very cost effective for most
hunters.

The stakeholders of open source projects should not expect much help from new
hunters.As we discussed in Section 2.2, a number of studies found that a significant portion
of projects rely on one or two developers to survive and it is challenging to attract new devel-
opers to make contributions in open source projects (Lee et al. 2017; Canfora et al. 2012).
We suspect that bounty could be an extrinsic incentive to attract developers and improve the
sustainability of open source projects. However, our findings indicate that bounties seem not
to be very attractive for hunters who never commit code to the project (i.e., new hunters).
The majority of the hunters are hunters who committed code to the project before and they
addressed most of the bounty issues, as we found in Section 4.2. In Section 4.3, we also
observe that bounty issues that have a bounty label or are in projects that have frequent
usage of bounties are less likely to be addressed by new hunters. One possible justification
may be that it is easier for hunters who committed code to the project before to work on and
address a bounty issue. Therefore, when hunters who committed code to the project before
see an issue with a bounty label, they may be more likely to prioritize fixing the issue. Our
findings also show that the stakeholders of open source projects may not expect many new
hunters to help address issues unless the projects are popular and aged. Prior studies found
that some developers are driven by intrinsic incentives (e.g., enjoyment of volunteer and
desire to learn) (Zhou et al. 2020b; Lakhani and Wolf 2003; Shah 2006; Von Krogh et al.
2012; Coelho et al. 2018). One possible assumption is that popular and aged projects are
likely to provide more opportunities for developers to gain such intrinsic achievement. We
encourage future research to investigate this.

The stakeholders should consider providing certain support to shorten the learn-
ing curve for hunters who never commit code to the project to get familiar with
new projects. In Section 4.2, we found that one barrier that hinders hunters to address
bounty issues successfully is the long learning curve. Some hunters stated that they even-
tually stopped working on the issue due to the difficulty in getting familiar with the new
projects (e.g., design and architecture) or the working environment within a reasonable
time. Prior studies also reported similar barriers that new developers face when moving into
new projects (Dagenais et al. 2010; Coelho et al. 2018; Steinmacher et al. 2014; Lee et al.
2017) and propose approaches to alleviate such barriers, e.g., recommending mentors (Ye
and Kishida 2003). Therefore, the stakeholders should consider providing certain support to
shorten the learning curve for hunters who committed code to the project for the first time,
e.g., providing well-maintained documentation for the project including information, such
as the design and architecture of the project, and instructions of how to get it started quickly,
and developing techniques to shorten the learning curve for hunters who committed code
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to the project for the first time such as developing chatting room for new developers to ask
questions.

5.2 Future Research Directions

Our study is exploratory in nature and can be a first step in understanding the characteristics
of two important roles (i.e., backers and hunters) in the bounty issue addressing process. Of
course, there are many aspects that we do not explore in this study, as large parts of data are
not available at the current stage. Still, our work reveals insights that can be starting points
for many interesting future research directions.

First, future research is encouraged to explore what kind of projects are more likely
to attract corporate backers. In Section 4.1, we observe that corporation backers tend to
propose larger bounties than individual backers and there is a median correlation between
the popularity of a project and its received bounty amount. It is not clear what kind of
projects are more attractive to corporation backers. For instance, one direction is that devel-
opers of open source projects create innovation in a way that has a significant advantage
over the manufacturer-centric innovation development systems (Von Hippel 2007) so that
corporations are motivated to participate in open source projects if innovations enhance
profits (Harhoff et al. 2003). Future research can take such factors (e.g., the innovation of a
project) into consideration during the investigation.

Second, it is interesting to explore the preference of backers on more fine-grained
categories of issues and the reason behind this. In Section 4.1, we explore backers’
preference in a coarse-grained categorization (i.e., bug vs feature), and observe that both
individual and corporate backers tend to propose bounties on addressing feature requests
rather than bug reports. Prior studies show that issue reports could be classified into more
fine-grained categories (e.g., bug, documentation, performance improvement, and build new
systems) (Kochhar et al. 2014). Furthermore, our observation shows that the majority of
bounties are proposed on features. Different types of features may have different priori-
ties (Dinnie 2019). Future research is encouraged to study what type of features (e.g., UI
features vs back-end features) are more likely to attract bounties. In addition, prior studies
report that companies use the silent update mechanism to boost security (Duebendorfer and
Frei 2009; Frei et al. 2008). How do such factors impact the preference of backers on bugs
vs feature? Future research is also encouraged to study the reason for backers’ preference.

Third, an interesting direction is to perform a large-scale study to understand what bar-
riers that hinder hunters from successfully addressing a bounty issue. Prior research
studied barriers that are experienced by the one-time developers through user survey
from 184 responses, and found various barriers that hinder such one-time developers to
become long-term developers, e.g., entry difficulties and lack of time (Lee et al. 2017). In
Section 4.2, we perform a small-scale qualitative study to understand the reason why hunters
started working on a bounty issue but eventually stopped. However, due to the limited size
of the samples we have, our findings might not be generalized and reliable. We encourage
future research to perform a large-scale study, e.g., performing a survey on hunters.

Fourth, another interesting direction is to explore the negative effects of the bounty
program on the open source community and how to mitigate them. Financial incentives
could have a negative impact on open source projects. Zhou et al. (2016) observed that com-
mercial involvement can increase the inflow of paid developers in an open source project,
but may potentially decrease the retention of key developers. Frey and Goette (1999) showed
that external financial incentives can undermine the intrinsic motivation for participants,
change their mindset from volunteers to unpaid employees, and work passively. Nakasai
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et al. (2018) observed that developers respond faster to bug reports that are submitted by
users that have donor badges, which are used to acknowledge users for their contribution
in donation, than users that do not have any donor badges. Such a negative impact may
also apply to the bounty program. For example, is there any negative impact of bounties on
the quality of issue addressing? Would issues without bounties delay due to other bounty
issues? We encourage future research to study in this direction.

Fifth, it is interesting to explore the reason why bounty issues are more likely to be
addressed by hunters who committed code to the project before. In Section 4.3, we study
the correlation between various factors and the likelihood of being addressed by hunters
who committed code to the project for the first time. Future research is encouraged to study
the reasons behind this. For example, future research is encouraged to test the following
hypotheses: 1) Is that bounty labels are only exposed within a project so that hunters who
committed code to the project before are more likely to be aware of the existence of bounty
issues and address them than hunters who committed code to the project for the first time?
2) Is a project with a higher frequency of bounty usage more likely to have stronger competi-
tion between hunters who committed code to the project before and hunters who committed
code to the project for the first time?

Finally, to sustain open source projects, it is important to engage new developers. Our
findings in Section 4.3 indicate that the value of a bounty issue is not a statistically signif-
icant factor that impacts the likelihood of a bounty issue being addressed by hunters who
committed code to the project for the first time, which to some extent echoes prior studies
that not all developers are motivated by money but by intrinsic (Zhou et al. 2020b; Lakhani
and Wolf 2003; Shah 2006; Von Krogh et al. 2012; Coelho et al. 2018). Future research is
encouraged to explore how to combine extrinsic and intrinsic incentives to improve the
sustainability of open source projects.

6 Threats to Validity

Threats to external validity are related to the generalizability of our findings. We studied
only hunters and backers and their associated bounty activities on GitHub and Boun-
tysource. Our observations might be not generalizable to other bounty platforms and
projects. For example, some open source systems, such as Firefox, focus on bounties related
to security bugs. Future research should study issue reports from other bounty platforms,
issue tracking systems and open source projects to determine whether our findings are
generalizable to other types of issue reports (e.g., from commercial platforms), bounty plat-
forms (e.g., platform for private bounties), and projects. In Section 4.3 we construct models
to study the association between the studied factors and the likelihood of attracting hunters
who committed code to the project for the first time to address bounty issues. Although we
follow a prior work (Zhou et al. 2020b) by considering 35 factors along five dimensions,
there might be additional factors. Future studies should investigate more factors. In this
study, we study 7 cases in which hunters explicitly indicate the reason why they stopped
working on the bounty issues. The number of cases is limited and might not be general-
ized. To reduce the bias, we also search online blogs and literature to validate our findings.
Nevertheless, we consider it as a threat to validity and encourage future research to conduct
study on more cases.

Threats to internal validity relate to the experimenter’s bias and errors. One threat to
internal validity is that we identify feature requests and bug reports by using the heuris-
tics we design. It may introduce bias to our study (i.e., mislabeling) and the findings. To
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mitigate the threat, we manually verify our approach by examining 100 reports and find its
accuracy is high (i.e., 90%). Another internal threat is that our findings only show the cor-
relation between studied factors and the likelihood of a bounty issue being addressed by a
hunter who commits code to the project for the first time , but not causation. Future research
is encouraged to study the causation. Another threat to internal validity is that we include
all bounties (both unclaimed and claimed bounties) in our analysis for RQ1. There might be
some unclaimed bounties (e.g., the ones that were proposed for testing) are invalid, which
may bias our findings. In this study, we do not consider concept drift when constructing
models to understand the characteristics of bounty issues that potentially impact the likeli-
hood of an issue being addressed by hunters who committed code to the project for the first
time . We consider it as a threat to internal validity and we encourage future research to
investigate it. In this study, we use the studied factors as the proxy to estimate the popularity
and maturity of a project. For instance, we use age as a proxy of the maturity of a project.
Although age is shown to be associated with the maturity of a project (Comino et al. 2007),
there may be other factors that are associated with popularity and maturity. We encourage
future studies to investigate more factors to estimate the popularity and maturity of a project.

One threat to construct validity is that it is possible that a hunter may have multiple
GitHub accounts and can be both types of hunters at the same time, which may bias our
findings. We do not consider such cases in our study since GitHub does not provide an
email address for a user anymore, which makes it difficult to identify accounts that belong
to the same user. However, a prior study shows that more than 90% of GitHub users only
have one account (Vasilescu et al. 2015). Future studies should consider such cases when
the data is available. In this study, we categorize hunters into two groups (i.e., hunters who
committed code to the project before and hunters who committed code to the project for
the first time) based on whether they have made any commit to a project before addressing
a bounty issue of the project. There might be other ways to categorize the hunters, e.g.,
categorizing them based on their roles in GitHub projects and the extent of contribution.
We use commit information to identify developers as hunters who committed code to the
project before or hunters who committed code to the project for the first time since the
mechanism to judge if a bounty issue is successfully addressed is to check whether a commit
is made to address the associated issue. In addition, this commit-based heuristic has been
used commonly in prior studies to identify different types of developers (Mockus et al.
2002; Robles et al. 2009; Coelho et al. 2018). Nevertheless, we consider it as a construct
threat to validity and future research is encouraged to study the characteristics and behaviors
between other different groups.

7 Conclusions

Sustaining open source projects is challenging and requires community effort to help
address issue reports (i.e., either fixing bugs or implementing new features). Due to the large
number of issues that open source projects receive, developers may prioritize the effort on
addressing issues that are easier to implement or have a higher priority. However, the other
issues may still be blockers for some users. To facilitate addressing issues, some platforms
offer bounties (i.e., financial incentives) to developers who address issues. In this paper,
we study the characteristics of bounty backers and hunters, and their bounty related behav-
iors that have not been examined in depth. We find that: 1) Overall, the value of bounties
that were proposed by both individual (median bounty value of $15) and corporate back-
ers (median bounty value of $25) is small. Both individual and corporate backers are more
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interested in supporting implementing new features rather than fixing bugs. 2) In general,
the income of 56.7% of the bounty hunters is no more than $100 and that of only 2.7% of
the hunters is larger than $2,000. Most of the studied hunters are hunters who committed
code to the project before and they addressed the majority of bounty issues. 3) The value of
a bounty issue is not a statistically significant factor that attracts hunters who never commit
code to the project to address the issue. Based on our findings, we have several sugges-
tions for stakeholders of open source projects and hunters. For instance, stakeholders of
open source projects should not expect backers to support on addressing bugs and should
not expect a large amount of bounties to support issues unless their associated projects are
very popular. Hunters should not expect to earn a large amount of money from addressing
bounty issues.
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